17:02 Constructing AES-CBC Shellcode

Howdy folks!

Imagine, if you will, that you have managed to
bypass the authenticity measures (i.e., secure boot)
of a secure system that loads and executes an binary
image from external flash. We do not judge, it does
not matter if you accomplished this using a fancy
attack like fault injection® or the authenticity mea-
sures were lacking entirely.? What’s important here
is that you have gained the ability to provide the
system with an arbitrary image that will be happily
executed. But, wait! The image will be decrypted
right? Any secure system with some self respect will
provide confidentiality to the image stored in exter-
nal flash. This means that the image you provided
to the target is typically decrypted using a strong
cryptographic algorithm, like AES, using a cipher
mode that makes sense, like Cipher-Block-Chaining
(CBCQC), with a key that is not known to you!
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by Albert Spruyt and Niek Timmers

Works of exquisite beauty have been made with
the CBC-mode of encryption. Starting with hum-
ble tricks, such as bit flipping attacks, we go to
heights of dizzying beauty with the padding-oracle-
attack. However, the characteristics of CBC-mode
provide more opportunities. Today, we’ll apply its
bit-flipping characteristics to construct an image
that decrypts into executable code! Pretty nifty!

Cipher-Block-Chaining (CBC) mode

The primary purpose of the CBC-mode is prevent-
ing a limitation of the Electronic Code Book (ECB)
mode of encryption. Long story short, the CBC-
mode of encryption ensures that plain-text blocks
that are the same do not result in duplicate cipher-
text blocks when encrypted. Below is an ASCII art
depiction of AES decryption in CBC-mode. We de-
note a cipher text block as CT; and a plain text block
as PT;.
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An important aspect of CBC-mode is that the
decryption of CTy depends, besides the AES decryp-
tion, on the value of CT;. Magically, without know-
ing the decryption key, flipping 1 or more bits in CT;
will flip 1 or more bits in PTs.

Let’s see how that works, where A1l denotes flip-
ping a bit at an arbitrary position.

CT; A1+ CTq
Which get decrypted into:

TRASH + PTo A 1
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A nasty side effect is that we completely trash
the decryption of CT; but, if we know the contents
of PTy, we can fully control PTy to our heart’s de-
light! All this magic can be attributed to the XOR
operation being performed after the AES decryp-
tion.

Chaining multiple blocks

We now know how to control a single block de-
crypted using CBC-mode by trashing another. But
what about the rest of the image? Well, once we
make peace with the fact that we will never control
everything, we can try to control half! If we con-
sider the bit-flipping discussion above, let’s consider
the following image encrypted with AES-128-CBC,
for which we do not control the IV:

CTy + CToy + CT3 + CTy4 + ...
Which gets decrypted into:

PTy +PTy + PT3 +PTy + ...

No magic here! All is decrypted as expected.
However, once we flip a bit in CTq, like:

CTi A1+ CTo +CT3+ CTy4 + ... 1
Then, on the next decryption, it means we trash 3
PT; but control PTy, like:
5
TRASH + CT5 A 1 + PT3 + PTy + ... :
The beauty of CBC-mode is that with the same
ease we can provide:
11

CTy A1+ CTy+CT; A1+ CTy + ...
Which results in:

TRASH+ CT2 A1+ TRASH+CTo A1+ ...

Using this technique we can construct an im-
age in which we control half of the blocks by only
knowing a single plain-text/cipher-text pair! But,
this makes you wonder, where can we obtain such
a pair? Well, we all know that known data (such
as 00s or FFs) is typically appended to images in
order to align them to whatever size the developer
loves. Or perhaps we know the start of an image!
Not completely unlikely when we consider exception
vectors, headers, etc. More importantly, it does not
matter what block we know, as long as we know a

block or more somewhere in the original encrypted
image. Now that we cleared this up, let’s see how
we can we construct a payload that will correctly
execute under these restrictions!

Payload and Image construction

Obviously we want to do something useful; that is,
to execute arbitrary code! As an example, we will
write some code that prints a string on the serial in-
terface that allows us to identify a successful attack.
For the hypothetical target that we have in mind,
this can be accomplished by leveraging the function
SendChar () that enables us to print characters on
the serial interface. This type of functionality is
commonly found on embedded devices.

We would like to execute shellcode like the fol-
lowing: beacon out on the UART and let us know
that we got code execution, but there’s a bit of a
problem.

mov 10 ,#0x50 ; 10 = P

ldr r5,[pc,#0] ; pc is 8 bytes ahead

b skip

.word O0xCACABOBO ; address of SendChar
skip:

bl r5 ; Call SendChar

mov r0,#0x6f ; 0 = o’

bl r5 ; Call SendChar

mov r0,#0x43 ; 0 = °C’

bl r5 ; Call SendChar
inf loop: ; loop endlessly

b inf loop

This piece of code spans multiple 16-byte blocks,
which is a problem as we only partially control the
decrypted image. There will always be a trashed
block in between controlled blocks. We mitigate this
problem by splitting up the code into snippets of
twelve bytes and by adding an additional instruc-
tion that jumps over the trashed block to the next
controlled block. By inserting place holders for the
trash blocks we allow the assembler to fill in the
right offset for the next block. Once the code is
assembled, we will remove the placeholders!
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;5 placeholder for trash block
.word Oxdeadbeef
.word Oxdeadbeef
.word Oxdeadbeef
.word Oxdeadbeef

first block:
mov rl,rl ;
mov r2,r2
mov r3,r3
b second block

Useless first block

;5 placeholder for trash block
.word Oxdeadbeef
.word Oxdeadbeef
.word Oxdeadbeef

.word Oxdeadbeef

second block:
mov r0,#0x50 ;
ldr r5,[pc,#0] ;
b third block
.word OxCACABOBO ;

7P’
is 8 bytes ahead

r0
pc
address of SendChar
;; placeholder for trash block
.word Oxdeadbeef
.word Oxdeadbeef
.word Oxdeadbeef
.word Oxdeadbeef

third block:

bl r5 ; Call SendChar
mov r0,#0x6f ; 0 = o’
bl r5 ; Call SendChar

b forth block
;5 placeholder for trash block
.word Oxdeadbeef
.word Oxdeadbeef
.word Oxdeadbeef
.word Oxdeadbeef

forth block:

mov r0,#0x43 ; 0 = °C?
bl r5
inf loop:
b inf loop
nop ; Unused space

Let’s put everything together and write some
Python (Figure 1) to introduce the concept to you in
a language we all understand, instead of that most
impractical of languages, English. We use a differ-
ent payload that is easier to comprehend visually.
Obviously, nothing prevents you from replacing the
actual payload with something useful like the pay-
load described earlier or anything else of your liking!
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444+ PLAINTEXT #44
12121212121212121212121212121212
34343434343434343434343434343434
56565656565656565656565656565656
787878787878T8T8TRTRT8T8TRT]T8T8

###+ CIPHERTEXT #44

d3875385eb0f7e5de539f1eel0b91b7b
18fa47c¢26338fab58f581e6e4a33d1948
6d00ad4edb8bed131ebbb41399b8946¢c9
26bdcb556c94c528b3fe0la8e54a29cd2

4L PAYLOAD #5444
11111111111111111111111111111111
222922222222222222222222222222222

###+ IMAGE #-##

f6a276a0ce2a5b78c01cd4cb359c3ebe
18fad7c26338fab8f581e6e4a33d1948
c5914593fd19684bf32fe7f806af0d6d
18fa47c¢26338fab58f581e6e4a33d1948

#H DECRYPTED 444
6210e41a26357e3adc10747553d17aea
11111111111111111111111111111111
a0a35ead815a3e2b8ff54f0299614211
22222222222222222222222222222222

In a real world scenario it is likely that we do
not control the IV. This means, execution starts
from the beginning of the image, we’ll need to sur-
vive executing the first block which consists of ran-
dom bytes. This can accomplished by taking the
results from PoC||GTFO 14:06 into account where
we showed that surviving the execution of a random
16-byte block is somewhat trivial (at least on ARM).
Unless very lucky, we can generate different images
with a different first block until we can profit!

We hope the above demonstrates the idea con-
cretely so you can construct your own magic CBC-
mode images! :)

Once again we're reminded that confidentiality is
not the same as integrity, none of this would be pos-
sible if the integrity of the data is assured. We also,
once again, bask in the radiance of the CBC-mode of
encryption. We’ve seen that with some very simple
operations, and a little knowledge of the plain-text,
we can craft half-controlled images. By simply skip-
ping over the non-controllable blocks, we can ac-
tually create a fully functional encrypted payload,
while having no knowledge of the encryption key.
If this doesn’t convince you of the majesty of CBC
then nothing will.
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from Crypto.Cipher import AES

def printBlocks(title ,binString):
print "\n#H#H#", title |, "HHAH"
for i in xrange(0,len(binString),16):
print binString[i:i+16].encode("hex")

def xor(sl,s2):

return ’’.join ([chr(ord(a)~ord(b)) for a,b in zip(sl,s2)])
#
## Prepare the normal image
#
IV = "\xFE" % 16

KEY = "\x88" % 16
PLAINTEXT = "\x12"%16 + "\x34"%16 + "\x56"16 + "\x78"%16

CIPHERTEXT = AES.new (KEY,AES.MODE CBC,IV) . encrypt (PLAINTEXT)

printBlocks ("PLAINTEXT" , PLAINTEXT)
printBlocks ("CIPHERTEXT" , CIPHERTEXT)

7
## Make the half controlled image, we use 2 CTs and 1 PT

## from the original encrypted image
#

knownCipherText = CIPHERTEXT|[16:32]
prevCipherText = CIPHERTEXT|[0:16]
knownPlainText = PLAINTEXT|[16:32]

AESoutput = xor (prevCipherText ,knownPlainText)

# Output of the assembler with, placeholder blocks removed
payload = ’11111111111111111111111111111111” \
122222222222222222222222222222222° . decode ( "hex )

printBlocks ("PAYLOAD" ,payload)

IMAGE = ""

for i in range(0,len(payload) ,16) :
IMAGE += xor (AESoutput, payload [i:i+16])
IMAGE += knownCipherText

printBlocks ("IMAGE" ,IMAGE)

G

## What would the decrypted image look like?

7

DECRYPTED = AES.new (KEY,AES.MODE CBC,1V) . decrypt (IMAGE)
printBlocks ("DECRYPTED" ,DECRYPTED)

Figure 1. Python to Force a Payload into AES-CBC




17:03 In the Company of Rogues:

Pastor Laphroaig’s Tall Tales of Science and of Fiction

Gather ’round, neighbors. The time for carols
and fireside stories is upon us. So let’s talk about lit-
erature, the heart-warming stories of logic, science,
and technology. For even though Santa Claus, Sher-
lock Holmes, and Captain Kirk are equally imagi-
nary, their impact on us was very real, but also very
different at the different times of our lives, and we
want to give them their due.

Fiction, of course, works by temporary suspen-
sion of disbelief in made-up things, people, and cir-
cumstances, but some made-up things make us raise
our eyebrows higher than others. Still, the weirdest
part is that the things that are hard to believe in
the same story sometimes change with time!

So I was recently re-reading some Sherlock
Holmes stories, and a thought struck me: in the
modern world that succeeded Conan Doyle’s Lon-
don, both Mr. Holmes and Dr. Watson would, in
fact, be criminals.

Consider: Holmes’ use of narcotics to stimulate
his brain in the absence of a good riddle would surely
end up with the modern, scientifically organized po-
lice sending him to prison rather than deferentially
consulting him on their cases. What’s more, with all
his chemical kit and apparatus, they’d be congratu-
lating themselves on a major drug lab bust. Even if
Dr. Watson escaped prosecution as an accomplice,
he’d likely lose his medical license, at the very least.

Nor would that be Dr. Watson’s only problem.
Consider his habit of casually sticking his revolver
in his coat pocket when going out to confront some
shady and violent characters that his friend’s inter-
ference with their intended victims would severely
upset. This habit would as likely as not land him
in serious trouble. His gun crimes were, of course,
not as bad as Holmes™—*...when Holmes in one of his
queer humors would sit in an arm-chair with his hair
trigger and a hundred Boxer cartridges, and proceed
to adorn the opposite wall with a patriotic V.R. done
in bullet pocks,...”—but would be quite enough to put
the good doctor away among the very classes of so-
ciety that Mr. Holmes was so knowledgeable about.

by P.M.L.

I wonder what would surprise Sir Arthur Conan
Doyle, KStJ, DL more about our scientific moder-
nity: that an upstanding citizen would need special
permission to defend himself with the best mechan-
ical means of the age when standing up for those
abused by the violent bullies of the age, or that such
citizens would need a license to own a chemistry
lab with boiling flasks, Erlenmeyer flasks, adapter
tubes, and similar glassware,® let alone the chemi-
cals.

Just imagine that a few decades from now the
least believable part of a Gibson cyberpunk novel
might be not the funky virtual reality, but that the
protagonist owns a legal debugger. Why, owning
a road-worthy military surplus tank sounds less far
fetched!

In Conan Doyle’s stories, Mr. Holmes and Dr.
Watson represented the best of the science and tech-
minded vanguard of their age. Holmes was an ap-
plied science polymath, well versed in chemistry,
physics, human biology, and innumerable other
things. Even his infamous indifference to the Coper-
nican theory? is likely due to his unwillingness to
repeat the dictums that a member of the contem-
porary good society had to “know,” i.e., know to
repeat, without thinking about them first. As for

3Regulated as “drug precursors” by, e.g., Texas Department of Public Safety.

44 My surprise reached a climaz, however, when I found incidentally that he was ignorant of the Copernican Theory and of
the composition of the Solar System. That any civilized human being in this nineteenth century should not be aware that the
earth travelled round the sun appeared to be to me such an extraordinary fact that I could hardly realize it.”

—A Study in Scarlet.



